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Abstract

Large Language Models (LLMs) have demonstrated exceptional performance in
a variety of tasks, including essay writing and question answering. However,
it is crucial to address the potential misuse of these models, which can lead to
detrimental outcomes such as plagiarism and spamming. Recently, several detectors
have been proposed, including fine-tuned classifiers and various statistical methods.
In this study, we reveal that with the aid of carefully crafted prompts, LLMs can
effectively evade these detection systems. We propose a novel Substitution-based
In-Context example Optimization method (SICO) to automatically generate such
prompts. On three real-world tasks where LLMs can be misused, SICO successfully
enables ChatGPT to evade six existing detectors, causing a significant 0.54 AUC
drop on average. Surprisingly, in most cases these detectors perform even worse
than random classifiers. These results firmly reveal the vulnerability of existing
detectors. Finally, the strong performance of SICO suggests itself as a reliable
evaluation protocol for any new detector in this field.

1 Introduction

The rapid advancement of large language models (LLMs), such as ChatGPT [1[], PaLM [2], and
GPT-3 [3]], has led to a largely-increased capacity for generating high-quality human-like text. Despite
the numerous potential benefits, there is growing concern surrounding the malicious uses of these
models, including generating fake product reviews [4]] and misinformation [3], enabling academic
dishonesty through essay generation [6], and producing misleading answers on websites [[7]].

In response to these challenges, several methods for detecting Al-generated text have been proposed re-
cently, ranging from fine-tuned classifiers [8 9], statistical methods [10], to watermarking [[11]]. There
are also online detection services provided by companies such as OpenAl [12] and GPTzero [13].
However, the robustness of these detection methods has not been thoroughly evaluated. Recent studies
by Krishna et al. [[14]] and Sadasivan et al. [[15] have shown the vulnerability of these detectors to the
so-called paraphrase attacks. In such attacks an external paraphraser model is adopted to rewrite the
text generated by LL.Ms into semantically similar text but using different words and syntax.

In this work, we show that LLMs themselves, without any external paraphraser model, can effectively
evade existing detectors when guided by fine-tuned prompts. We propose a novel Substitution-based
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In-Context example Optimization method, or SICO, to generate such promptsﬂ In a nutshell,
SICO iteratively substitutes words and sentences within in-context examples, aiming at providing
high-quality demonstrations for LLMs to generate text that cannot be detected (see Figure|[I]for an
overview). To fully assess the potential of SICO, we consider three real-world tasks where LLMs
can be misused, i.e., academic essay writing, open-ended question answering, and business review
generation. For each task, we use SICO to generate a prompt for ChatGPT, and then evaluates the text
generated by ChatGPT against six existing Al-generated text detection methods. The comprehensive
experimental results firmly reveal the vulnerability of these detectors. When facing text generated via
our method, they commonly exhibit an average 0.54 AUC drop and perform even worse than random
classifiers in most cases, i.e., 16 out of 18.

One main advantage of SICO over paraphrase attacks [[14}[15] is that SICO can make LLMs directly
generate text which cannot be detected, thus eliminating the need for an extra paraphrasing step. This
can completely avoid possible semantic drift or textual quality degradation caused by paraphrasing.
The experimental results also confirm that compared to paraphrase attacks [14}[15], SICO can achieve
much higher attack success rate and better textual quality across all the three tasks and six detectors.
Nonetheless, we will show that SICO can also be used in the paraphrase mode (see Section [&.1).

Considering the importance of identifying Al-generated text to avoid their misuse, the results
presented in this work highlight the vulnerability of existing Al-generated text detectors. Moreover,
given the strong performance of SICO, it has the potential to be a standard evaluation tool for any
Al-generated text detection methods. We hope that these findings can better facilitate the research
area concerning responsible use of LLMs.

2 Related works

2.1 Al-generated text detection

To address the issues in detecting Al-generated text, researchers have developed different detec-
tion methods that can be broadly classified into three categories: training-based, statistical, and
watermarking approaches.

In the training-based approach, the problem is treated as a binary classification task, where neural
networks are trained using Al-generated texts and human-written texts. Early studies utilized
classifiers to identify fake reviews [[16] and fake news [17]]. More recently, researchers have trained
classifiers using texts generated by LLMs, such as ChatGPT detector [8, [12]] and GPT-2 detector [9].

Statistical methods, on the other hand, do not require a training dataset. They attempt to distinguish
between human-written and Al-generated text based on the statistical characteristics of texts. They
leverage statistical irregularities in measures such as entropy [18]], perplexity [19] and token rank [20].
A recent method, DetectGPT [10], relies on the observation that Al-generated text is found in the
negative curvature regions of an LLM’s log probability function.

The watermarking approach involves modifying the LLM’s text generation process so that the
generated text can be detected by a statistical algorithm while remaining imperceptible to human
readers [21,122,[11]. Although the proposed method SICO primarily focuses on the first two detection
types, it can also act as an external paraphraser to evade this detection, as shown in Appendix [E]

2.2 In-context learning

With the scaling of model size and corpus size [23| 124} 2 25]], LLMs have demonstrated an in-context
learning (ICL) ability, which allows them to learn tasks with only a few examples provided as demon-
strations [3]. Recent research has focused on designing demonstration methods during inference,
which can be divided into demonstration selection, ordering, and formatting [26]]. Some approaches
select demonstration from dataset based on unsupervised metrics or supervised strategies [27H29].
For ordering, Liu et al. [30] sorted examples decently by their distances to the input. In terms of
demonstration formatting, Wei et al. [31] proposed a human-designed chain-of-thoughts format, and
subsequent works have developed automatic methods [32].

'The code, data, and experiments are located on https://github.com/ColinLu50/
Evade-GPT-Detector
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Step 1: Extract features of human-written texts by
LLM using human-Al text pairs {(YAr, ¥ human) }

Step 2: Use the extracted feature tgeature
to build in-context outputs yic

Al writings:
Abush is a woody plant that typically grows low to the
ground and often produces multiple stems. [1/41]

i—‘i‘uman writings:
Shrubs and trees are both specifically *woody* plants
with stems that survive throughput the winter. [Yhyman]

Compare and give the key distinct feature of Human's
writings [Extract Instruction]:

The language used of human is more informal
and conversational... [tfeature]

Based on the description, paraphrase this to
human writing: [Pparal

Al: Abush is a woody plant that typically grows
low to the ground and often produces multiple
stems. [ya1]

Human:

-

Step 3: Optimize y;. and forumulate the final prompt.

Substitution- Hey there, I'm going to simplify it for
based you. Abush is a little, woody plant
Optimization that usually has diverse stems. [y}.]

:

The language used of human is more informal and
conversational. [feature]
Based on the description, answer this question in human

writing: [Ptask]

Q: What is woody? [xc]

Human: Hey there, I'm going to simplify it for you. A bush is
a little, woody plant that usually has diverse stems. [y/;,]

S LM~ S LM
— — Qg
Human:

Alright folks, let me break it down for you. A bush
is a short, woody plant that usually has multiple —
stems. [Yic]

The language used of human is more informal and
conversational... [tfeature]

l

Figure 1: A step-by-step illustration of SICO generating prompts for the question answering task.
When using the final prompt for generating human-like answers, the input question will be put into
“{}” and fed to LLMs.

3 Substitution-based in-context example optimization (SICO)

A step-by-step illustration of SICO is presented in Figure|l] The first two steps comprise the prompt
initialization. After that, the prompt is optimized and the final prompt is formulated. Below, we first
describe how to evaluate a prompt during its optimization and then elaborate all the steps of SICO.

3.1 Prompt evaluation

Given a natural language processing task, denote the task input as x. To assess the utility of a prompt
p, we first collect a set of inputs, X.,q;. For each input z € X,,4;, p and x are first concatenated
(denoted by p @ z) and fed into the LLM, whose output text (denoted by LLM(p & x)) is then
classified by a proxy detector. Let Pa; be the predicted probability of LLM(p @ ) to be Al-generated,
then the utility score of p, denoted by U/, is one minus the averaged predicted probability across Xe,q;
(the higher U, the better):

1
Up, Xepar) = 1 — > Pau(LLM(p © x)). ey
| eval | z€X
eval
3.2 Prompt optimization
Prompt initialization. We first collect a set of K triplets, i.e., D = {(@F, y& [, yF nan) 1 |, Where

xF is a task input and y%,, y]’fuman are the corresponding outputs generated by humans and by LLMs,

1c
respectively. Note D is used for in-context example construction and it is independent of X,,,;. The
initial prompt is then automatically constructed in two steps: (i) language feature extraction and (ii)

in-context example construction, as illustrated in Figure E}

At the first step, the K pairs of output text { (45}, Y¥,nan) } &, are fed into the LLM. The goal is to ask
LLM to distinguish the language features ¢eamre Of the human-written text from the Al-generated text.
Then, at the second step, tgeatre 1S Used to construct the in-context output ;.. More specifically, tfeaure
is concatenated with a paraphrasing task instruction ppa. = “Based on the description, paraphrase
this to human writing”, and the concatenated text is then used to instruct the LLM to paraphrase 3%,
to be more like human-written and thus generate yL, i.e., y¥ = LLM (¢feature © Ppara © Y1) Repeating
the above step for k = 1, ..., K, the initial K in-context examples {(z%, y¥)}/ | are generated; then
{yF}E | will be further optimized in the following stage.

Optimization problem formulation. The goal of in-context learning is to make LLM understand
which types of outputs are desired. In our approach, we optimize the in-context output text ;. to be
less like Al-generated, guided by the proxy detector. The optimization goal can be expressed as:

Yie = argmin Par(yi.), 2

Sim(yi/cvyic)>6



Algorithm 1 Substitution-based in-context example optimization (SICO)

Require: large language model LLM, prompt utility function U(-), D = {(xF, y&}, uF o) HE

Xval, total iteration number N

1: Extract language feature tfeaure using { (v, y]’fuman)}szl and LLM
2: Construct in-context outputs ¥ = LLM (tteawre D Ppara B Y1), Yk € {1, ..., K}
3: Initialize p* < trearure © Prask B { (2, yF)HE
4: forn =1to N do
5. fork=1to K do
6: if n is odd then
7: Generate sentence-level substitutions c* of yX
8: else
9: Generate word-level substitutions c* of ¥
10: end if
11: Optimize y¥ using Algorithrn 9F «+ GreedyOPT(y¥, c¥)
12: Construct new prompt p: p < treauure D Prask ® { (2, 95 HE |
13: ifu(ﬁ7 Xeval) > U(p*, Xeval) then
14: Update in-context examples y” < 9% and update the best prompt p* < p
15: end if
16:  end for
17: end for

18: return p*

where y, denotes the text semantically similar to y;c.

Substitution type. To generate y, that is semantically similar to y;., we employ substitution at
word and sentence levels in turn.

For word-level substitution, we use WordNet [|33]], a lexical database of English words, to construct a
synonym substitution set. We restrict substitutions to content wordsﬁ] and ensure that the substitutes
have the same part-of-speech tags as the original words. For sentence-level substitution, we utilize
the LLM and the paraphrasing task instruction ppa, (as described above) to generate paraphrases of
each sentence in ;..

Optimization algorithm.

Algorithm [I] gives an overview of
SICO, where the optimization process Algorithm 2 Greedy text optimization (GreedyOPT)

EVK : ;
Of {ic} k=1 would fun for N 1terat1on: Require: Input text y, synonyms/paraphrases c of y
(lines 4-17). At each iteration, each yi¢ . ¢« = arg minPar(Substitute(y, y;, ¢ ;)), Yy €y
would be optimized by greedy substi- Ci g

tution (line 11), as presented in Algo- 2: y* <y

rithm[2] Specifically, for the i-th origi-  3: for each y; in y do

nal word/sentence y; inatexty,letc; ; 4 y* < Substitute(y*, y;, ¢; ;)
denote its j-th synonyms/paraphrases. 5: end for

For each y;, the best substitution ¢; ,  6: return y*

that, once applied, minimizes the pre-
dicted probability to be Al-generated
would be applied to the original text y.

After obtaining the optimized in-content outputs gi., the new prompt is constructed as p = teearure B
Pask ® { (2, 95)}E_|. Then p would be compared with the current best prompt p* based on their
utility scores as defined in Eq. (I). If p is better than px, the latter would be updated accordingly.
When the N iterations are complete, p* would be returned as the final prompt.

3Content words are words that carry meaning, primarily consisting of nouns, verbs, adjectives, and adverbs.



4 Experiments

4.1 Experimental setup

Tasks & datasets. To fully assess the potential of SICO, we consider three tasks to simulate real-life
usage scenarios of LLMs where the detection of Al-generated text is crucial, including academic essay
writing (Writing), open-ended question answering (QA) and business review generation (Rev-Gen).
Additionally, we use ChatGPT, one of the most powerful LLMs available nowadays, as the LLM to
complete the tasks and generate text in our experiments.

For academic writing, we employ Wikipedia paragraphs from the contexts in SQuUAD [34], as a
representation of academic writing, following the approach in [[10]. We use the first 30 words in
the human-written paragraphs as prompts and feed them to ChatGPT to complete the rest. For
open-ended question answering task, we randomly sample questions from the dataset Eli5 [35] and
directly ask ChatGPT to generate answers for them, following the implementation of [8, [14]]. For
each sampled question, one human-written answer is randomly chosen to compile the collection
of human-written texts. For fake review generation, we sample a subset from the Yelp dataset [36]
to represent human-written business reviews. For each review, we instruct ChatGPT to extract the
business name and five keywords; then the extracted information is employed to request ChatGPT
to create new reviews that conveys the same sentiment as the original one. More details regarding
prompt templates and dataset statistics are provided in Appendix

Detectors. Six representative detectors belonging to three different types are considered.

Training-based methods: (1) ChatGPT Detector (Chat-D) [8]: a training-based model fine-tuned from
the RoBERTa model [37]. (ii) GPT2 Detector (GPT2-D) [9]: fine-tuned from RoBERTa, utilizing the
text generated by GPT2, officially released by OpenAl

Statistical methods: (i) DetectGPT [10] evaluates the variation in a language model’s log probability
function by introducing minor perturbations to the original text. (ii) Log-Rank [10] is a statistical
method that employs a language model to compute the mean prediction rank of each token in a text,
given its preceding context.

APIs: (i) GPTzero [13] is a widely-used closed-source commercial detector, which has cooperated
with many academic organizations. (ii) OpenAl Detector (OpenAl-D) [12] is officially offered by
OpenAl, fine-tuned from a pre-trained language model.

Baseline methods. For baseline methods, we use two recent open-source paraphrase attacks Parrot
[15] and DIPPER [14]; both of them employ an external paraphraser. In addition, we include one
straightforward paraphrasing prompt and one human-designed prompt in the experiments as baselines;
both of them instruct ChatGPT to paraphrase input text.

Parrot[15]]: Recently, Sadasivan et al. [[15] have shown that a T5-based paraphrasing model, Par-
rot [38]], has the capacity to break a wide range of Al-generated text detectors.

DIPPER [14]]: Krishna et al. [14] introduced a controllable paraphrasing 11B model called DIPPER.
DIPPER is trained to paraphrase long-form text in context and provides control over output diversity,
allowing for adjustments in the lexical diversity of the paraphrase and the extent of content re-ordering.

ChatGPT-para: We employ ChatGPT to establish a basic paraphrase baseline, using the straightfor-
ward prompt “Paraphrase this: {input text}”. This baseline is set up to reflect the capabilities of
ChatGPT to bypass detectors without intricate prompt engineering.

Human Prompt: We utilize a human-designed prompt to simulate prompt engineering. The details of
this baseline can be found in Appendix [A.2.7]

Evaluation metrics. We use two metrics to evaluate the evasion performance: (i) AUC (area under
the ROC curve) and (ii) detection accuracy. The ROC curves are also illustrated to show the detection
performance under different thresholds. In these experiments, performance is evaluated based on a
set of 200 human-written texts and 200 Al-generated or paraphrased texts.

Experimental settings. We apply SICO in two different ways: SICO-Gen, which directly generates
outputs for the given task as described in Section [3] and SICO-para, which considers all the tasks
as paraphrasing task. More specifically, given a task input, first the LLM is used to generate the
corresponding outputs; then the LLM is instructed by the prompt optimized by SICO to further



Table 1: AUC scores of detectors on texts generated by different methods. ‘AI’ refers to the original
Al-generated texts. The lowest score of each detector is bold, second-lowest is underlined.

Dataset Method Chat-D GPT2-D GPTzero OpenAl-D DetectGPT Log-Rank
Al 0.908 0.848 0.779 0.789 0.834 0914
Parrot 0.666 0.645 0.632 0.744 0.502 0.577
DIPPER 0.736 0.907 0.689 0.750 0.550 0.684
Writing ChatGPT-Para  0.879 0.623 0.631 0.690 0.569 0.713
Human Prompt ~ 0.852 0.560 0.491 0.655 0.676 0.759
SICO-Para 0.239 0.332 0.290 0.488 0.149 0.147
SICO-Gen 0.242 0.099 0.184 0.311 0.441 0.318
Al 0.981 0.906 0.923 0.781 0.876 0.956
Parrot 0.922 0.837 0.849 0.698 0.689 0.806
DIPPER 0.888 0.962 0.869 0.722 0.604 0.782
QA ChatGPT-Para  0.956 0.797 0.811 0.699 0.640 0.782
Human Prompt  0.912 0.625 0.791 0.656 0.662 0.757
SICO-Para 0.402 0.566 0.570 0.542 0.090 0.079
SICO-Gen 0.668 0.489 0.494 0.524 0.497 0.535
Al 0.925 0.952 0.939 0.960 0.808 0.982
Parrot 0.871 0.934 0.913 0.882 0.654 0.893
DIPPER 0.875 0.984 0.888 0.824 0.515 0.814
Rev-Gen ChatGPT-Para  0.899 0.851 0.833 0.925 0.542 0.864
Human Prompt  0.839 0.610 0.856 0.858 0.619 0.851
SICO-Para 0.465 0.264 0.599 0.540 0.270 0.300
SICO-Gen 0.455 0.619 0.399 0.607 0.485 0.583

paraphrase the outputs, eventually obtaining the outputs for the task. More details of SICO-para
can be found in Appendix We set | Xevai| = 32, K = 8, and N = 6. In the experiments, we use
Chat-D as the proxy detector and ChatGPT as the base LLM to optimize prompts. For all methods
utilizing ChatGPT, the parameters of ChatGPT inference are kept default. In the experiments, we use
the chat-turbo-0301 version of ChatGPT API to guarantee the immutability of model parameters,
thus ensuring consistent evaluation. During evaluation, we paraphrase the Al-generated text only
once, not iteratively until success, to simulate real scenarios where the target detector is inaccessible.

4.2 Results and Analysis

AUC. Table[I] presents the performance of SICO and other baselines, against multiple detectors.
SICO consistently outperforms other baseline methods by a substantial margin across all 3 datasets
and 6 Al detectors. Notably, in most settings, our method reduces the AUC score to less than 0.5,
equivalent to the expected performance of a random classifier. Besides, SICO-Para outperforms
SICO-Gen in attacking statistical detectors in all cases, suggesting it most effective methods for these
types of detectors. The observed trends are consistent across different false positive rate thresholds,
as illustrated by the ROC in Figure 4} The ROC curves of other datasets are shown in Appendix

Detection accuracy. Table [2|indicates a significant reduction in detection accuracy across all Al
detectors when our proposed method SICO was applied. Given that detection rates highly depend on
the selected detection threshold, we establish two thresholds for each detector. The first threshold

Table 2: Detection accuracy of detectors given Al-generated texts. ‘Human’ represents FPR of
human-written texts.

High Threshold Low Threshold

Method Chat-D  GPT2-D GPTzero OpenAl-D DetectGPT Log-Rank Chat-D GPT2-D GPTzero OpenAl-D DetectGPT Log-Rank
Al 91.0%  70.0% 70.0% 30.5% 40.5% 78.5% 90.0%  90.0% 89.5% 90.0% 90.0% 90.0%
Parrot 62.0%  49.0% 42.5% 13.5% 1.0% 34.5% 58.0%  78.0% 75.0% 85.5% 62.5% 52.5%
DIPPER 43.5% 86.5% 53.0% 22.0% 7.5% 27.5% 385%  96.5% 82.0% 84.0% 46.5% 38.5%
ChatGPT-Para  75.5%  46.5% 42.0% 14.0% 1.0% 32.5% 73.0% 71.5% 61.0% 86.5% 55.0% 45.0%
Human Prompt ~ 56.0%  32.0% 42.5% 12.5% 10.5% 31.0% 51.0% 56.5% 61.0% 83.0% 57.0% 47.5%
SICO-Para 0.0% 27.0% 0.5% 12.5% 0.0% 0.0% 0.0% 51.0% 6.5% 63.5% 1.0% 0.0%
SICO-Gen 195% 24.5% 21.0% 12.5% 20.0% 26.0% 17.0%  47.5% 36.0% 61.0% 45.5% 37.0%
Human 5.0% 5.0% 5.0% 5.0% 5.0% 5.0% 4.5% 29.0% 24.0% 61.5% 33.5% 11.5%
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Figure 2: ROC curves of different detectors presented with texts generated by differnt methods on
academic writing task.

fixes the false positive rate (FPR) at a low level (0.05). The second threshold fixes the true positive
rate (TPR) at a high level (0.9) based on the original Al-generated texts. In comparison with other
paraphrasing methods, SICO yields the lowest detection rates for all Al detectors. For instance, the
accuracy of ChatGPT detector dropped from 91.0% to 0% and GPTzero from 70% to 0.5% under
the influence of SICO-Para in low threshold setting. Detection accuracy on the other datasets are
available in Appendix [C]

Semantic preserving. We measure semantic similarity using t5-based sentence encoder [39], which
leads in semantic text similarity task of MTEB benchmark [40]]. Table [3]reports a comparison of
the cosine similarity of texts before and after paraphrasing by different methods. Our methods

Table 3: Cosine similarity between original Al-generated texts and their respective paraphrased
versions using different methods. The best scores in each task are highlighted in bold.

Method Writing QA Rev-Gen
Parrot 0.964  0.961 0.966
DIPPER 0.956  0.941 0.940

ChatGPT-Para  0.986  0.982 0.987
Human Prompt  0.979  0.968 0.978
SICO-Para 0976  0.964 0.971

successfully preserves the semantic meaning during paraphrasing, and beats the other specifically
trained paraphraser. Paraphrasing directly using ChatGPT yields the most promising results. We
demonstrate specific instances in Section [4.6| for further analysis.



4.3 Ablation study

Consistent effectiveness of SICO. SICO consistently procures optimal detection evasion prompts,
irrespective of the diversity in AI-human text pairs and randomized samples drawn from the LLMs.
This demonstrates the effectiveness of SICO in various initial conditions and settings, highlighting its
applicability to diverse scenarios. Figure [3| presents the Al probability of the paraphrased training
data, generated by LLM using the current best prompt, denoted as U (p*, Xcyqr) in Equation SICO
successfully optimizes the initial prompt (at step 0) and converges to a low level in three separate
trials across all three tasks, with different AI-human text pairs.

1.0
—~ 038
©
>
><‘“ 0.6
o4 —— Writings
2. as
0.2 —+— Rev-Gen
0.0 . . : :
0 1 2 3 4 5 6

Training Step n

Figure 3: The trajectory of the U (p*, X¢yq;) during training. This plot is derived from three distinct
training runs on three tasks.

Self-generated examples are more effective for in-context demonstration. We compared the
evasion performance using (£, y%) and (z£,yf,...) as in-context examples and employed them in
100 instances of paraphrasing tasks. The mean Al probability of the generated texts of (z£, yF ) is
0.769, significantly higher than that of (:clkc, yfz), which achieved 0.555. This experiment indicates the
usage of self-generated in-context examples provides a good start point of optimization.

4.4 Training with different proxy detectors

During training, our proposed method SICO requires a proxy detector to evaluate prompt. We explore
the performance of SICO-Para using three types of proxy detectors: (1) training-based model ChatGPT
detector, (2) black-box API: OpenAl detector, and (3) statistical method: DetectGPT. Results in
Table [ clearly show that SICO maintains a high degree of detection evasion performance using
different proxy detectors. Even in scenarios where the transferability using OpenAl detector presents
challenges, SICO still manages to reduce the AUC of the other two detectors by approximately 0.4.

Table 4: Performance of SICO across detectors (AUC).
Test Detector

Chat-D  OpenAl-D  DetectGPT

Proxy Detector

Al 0.908 0.789 0.834
Chat-D 0.239 0.488 0.149
OpenAI-D 0.555 0.451 0.426
DetectGPT 0.291 0.483 0.174

4.5 Adapting to other LLMs

Our methodology is flexible and easily transferable from ChatGPT to other LLMs, including those
with fewer parameters. In particular, we experimented with Vicuna [41], a recently proposed 13B
parameter chatbot. It is open-source and fine-tuned from LLaMa [42]]. The experimental setup for
Vicuna is the same as that of ChatGPT, with the exception of the in-context size K, which is set to 2
instead of 8. This modification adapts to LLaMa’s smaller maximum token length constraint of 2048.



Table 5: Performance of SICO-para using different LLMs on writing task.

AUC
Base LLM Chat-D GPT2-D GPTzero OpenAl-D DetectGPT Log-Rank Sim
ChatGPT  0.239 0.332 0.290 0.488 0.149 0.147 0.976
Vicuna 0.393 0.7717 0.380 0.690 0.337 0.375 0.943

Table [5] compare the performance when Vicuna and ChatGPT are employed as base LLMs for
SICO-Gen. The performance of Vicuna is less than the ChatGPT. We due it to models ability as well
as small in-context examples. But SICO using Vicuna still achieves better competitive performance,
make AUC less than 0.5 against 4 detectors.

4.6 Examples of generated texts

Table [6] presents a comparison of the generated answers by DIPPER and our proposed method SICO.
The Al probability, denoted as Paj in the table, is determined by the ChatGPT detector. Upon close
examination, we can observe text generation quality of different approaches. DIPPER, for instance,
fails to paraphrase the last sentence, “It can also be more..." Instead, it simply reiterates the previous
statement (highlighted in red). In contrast, SICO-Para successfully preserves the semantic meaning
of each sentence and evades the detector. Furthermore, SICO-Gen generates an alternative response
that is more conversational and includes parentheses, which is indicative of human-written answer.
More texts generated by SICO are shown in Appendix [

Table 6: Texts generated by DIPPER and SICO.
Question: Why don’t markets sell live fish? ie catfish, lobster Par

AI: Some markets do sell live fish, such as certain fish markets and Asian markets. 0.999
However, it may not be as common in mainstream supermarkets because of the cost and
logistics involved in keeping the fish alive and fresh. It can also be more difficult to

handle live fish and meet health and safety regulations.

DIPPER: Live fish are sold at some places, like fish markets and in Asian shops, butitis 0.999
more expensive to keep the fish fresh, and it is more difficult to transport them and keep

them in a hygienic state. There are some supermarkets that sell live fish, like certain fish
markets and Asian shops, but there are many that do not.

SICO-Para: There are several marketplaces that supply subsistence or animate finned 0.001
creatures, including particularised fish souks or Pan-Asian markets. Nevertheless, it is not
frequently seen in orthodox department stores chiefly owing to the fiscal and logistical
constraints related to conserving the fish in a viable and fresh condition. The handling of
animate seafood is likewise approaching with numerous matters adhering to health and

safety regulations.

SICO-Gen: So, you might have noticed that most mart stores don’t sell live fish like 0.002
catfish or lobster. But have you ever wonder why? Well, it comes down to practicability

and hygiene. You see, keeping live fish at market stores necessitates a lot of maintenance,
including clean tanks, proper water temperature, and feeding. And sustaining all those

critters alive it’s a real hassle - trust me, I’ve tried before (spoiler alert: it didn’t end

well). Plus, it constitutes easier (and hygienic) to just dispose of the dead fish after they’re

caught. So there you have it, folks - another supermarket mystery diffused.

4.7 Computational efficiency

SICO requires only minimal computational cost for prompt training. For instance, the total token
usage number of ChatGPT throughout the entire training process for SICO-para is approximately
(5.6 £ 0.2) x 10°, derived from three separate training conducted on QA tasks. Based on OpenAl
pricing policy, the associated cost is 1.12 & 0.04 USD, making it affordable for many users.



5 Conclusion and future work

In conclusion, we have proposed a novel approach, SICO, designed to guide LLMs in generating text
that can effectively evade detection by Al text detectors. Our extensive experiments demonstrate the
superior performance of SICO, which significantly reduces the detection capabilities of existing Al
text detectors across three tasks. This highlights the potential of SICO as a robust tool for creating Al
text that can evade even the most advanced Al detectors.

Looking ahead, SICO could be integrated during the training phase of Al detectors, which may
enhance their robustness. Furthermore, the core concept of SICO, namely, substitution-based in-
context learning, could be applied to a variety of text generation tasks. We believe that this opens up
new avenues for future research in the fields of text generation and in-context learning.

6 Ethics statement

The intention of this paper is not to offer a method for potential adversaries (e.g., students utilizing
ChatGPT to complete their essays) to evade Al-based text detection systems. Instead, our aim is to
raise awareness within the broader community about the susceptibility of existing Al-generated text
detection systems to such technology. Given the ease with which they can be evaded, these detectors
are not robust yet. We urge the research community to stress test their detectors against paraphrases
and to create new robust detectors. To support this research, we are making our training methods and
relevant data/code publicly available.
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A Implementation Details

Al SICO

A.1.1 Feature extraction

In step 1 of SICO, we instruct LLM to extract 5 features and calculate the utility score U of prompts
encompassing each of these features. Based on the calculated scores, we select the feature with the
highest utility for further steps. The goal of this step is to find a good initial point for optimization,
which can accelerate further step. The pseudo-code illustrating this selection process is outlined in
Algorithm [3] Table[7]presents the prompt template used for feature extraction. Here, K text pairs
generated by Al and Human are positioned within their respective sections denoted by “{}”.

Algorithm 3 Feature selections

Require: list of features Treaure, prompt utility function 2(+)
1: Initialize ¢5,,,., < 0

2: Initialize Uy, qp — —00

3: for each feature ¢feyure,; 10 Tieature dO

4 Construct prompt p; <— Lteature,i D Prask

5 if U(p;) > Upas then

6: t?ealure A\ tfeature,i

7. z/{maac — Z/{(pz)

8 end if

9: end for

0

. *
10: return &g, ..

Table 7: Prompt for feature extraction.

Here are the writings from Al and human:

Al writings: {}

Human writings: {}

Compare and give the key distinct feature (specifically vocabulary, sentence structure) of human’s
writings (do not use examples):

A.1.2 SICO-Para

Unlike SICO-Gen which directly generates task outputs, SICO-Para acts as an external paraphraser
similar to Parrot [15] and DIPPER [14]. When using the optimized prompt from SICO-Para, we
concatenate it with Al-generated text and then feed it into LLMs. The final output is the paraphrase
of the original text and can evade the Al detectors.

To summarize, the goal of SICO-Para is to rephrase an Al-generated text into a semantically similar
version. Therefore, the construction of D = {(z£, y& |,y ) X, is slightly different from SICO-
Gen, where xf should be a Al-generated text and y|, are two rephrases of z¥. In experiments,
we set 7 = yk| for simplicity.

Yhuman

A.1.3 Task instructions
Table shows the actual task instruction py,s we used in SICO. As mentioned in Section 3, feature

text treaure generated in step 1 will be inserted before these task instructions. And the task inputs will
be put into “{}”.
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Table 8: Task instructions of each task.

Task Task instruction p,

Based on the description, complete an academic paragraph in human style writings:
Writing Prompt:{ }
Human:

Based on the description, answer questions in human style writings:

QA Q:{}

Human:

Based on the description, write a human review about the given object and keywords,
with a specified sentiment:

Object:{} Keywords: {} Sentiment: {}

Human:

Rev-Gen

Based on the description, rewrite this in human-style writings:
Paraphrase  Origin:{ }
Human:

A.2 Baselines
A.2.1 DIPPER

We choose the best evasion performance parameter setting from the original paper [14], which is 60
for lexical diversity and 60 for re-ordering. And we set sampling temperature to 0.75, following the
original implementation.

A.2.2 Human prompt

We carefully design a paraphrase prompt based on the detection idea of GPTzero [13l], which
distinguish the Al-generated content from Human-written by perplexity and burstiness, stated by its
creatmﬂ Perplexity is the concept raised in NLP field, which measures how well a language model
predicts a text sample. A text with a lower perplexity score indicates that the language model is better
at calculating the next word that is likely to occur in a given sequence. On the other hand, burtiness
basically measures the variation between sentences, including sentence length and structures. The
lower the values for these two factors, the more likely it is that a text was produced by an AL Table[9]
shows the prompt we designed.

Table 9: Human-designed prompt to evade Al-generated text detection.

When it comes to writing content, two factors are crucial, "perplexity" and "burstiness". Perplexity
measures the complexity of text. Separately, burstiness compares the variations of sentences.
Humans tend to write with greater burstiness, for example, with some longer or complex sentences
alongside shorter ones. Al sentences tend to be more uniform.

Paraphrase the following Al sentence to be human-like, with a good amount of perplexity and
burstiness: {}

A.3 Detectors

A.3.1 DetectGPT

We use z-score implementation of DetectGPT. We set sample number to 100 and replacement ratio to
0.3. The base model is GPT2-medium [24] and mask model is t5-large [43].

“https://theconversation.com/we-pitted-chatgpt-against-tools-for-detecting-ai-written-text-and-the-results-
are-troubling-199774
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A4 Log-Rank

We use GPT2-medium [24] to calculate the rank of tokens.

B ROC Curves

Figure [ shows ROC curves of different detectors presented with text generated by different methods,
on open-ended question answering and review generation task.

C Detection Accuracy

Table[T0]shows the detection accuracy on the essay writing task. Table[TT]shows the detection accuracy
on essay writing task. The lowest score of each detector is indicated in bold, and second-lowest is
underlined.

Table 10: Detection accuracy on academic writing task.

High Threshold Low Threshold

Method Chat-D  GPT2-D GPTzero OpenAl-D DetectGPT Log-Rank Chat-D GPT2-D GPTzero OpenAl-D DetectGPT Log-Rank
Al 71.0%  68.5% 6.5% 33.5% 32.0% 62.0% 90.0%  90.0% 86.5% 90.0% 90.0% 90.0%
Parrot 250%  25.5% 0.5% 12.5% 2.5% 16.5% 535%  77.0% 46.5% 93.0% 33.5% 36.5%
DIPPER 285%  74.5% 2.5% 33.0% 1.0% 14.0% 62.5%  95.0% 64.5% 82.0% 44.0% 51.0%
ChatGPT-Para  58.5% 35.0% 5.0% 14.5% 5.0% 14.0% 85.5% 73.0% 54.0% 84.0% 48.0% 56.5%
Human Prompt ~ 49.0%  26.5% 10.5% 15.5% 10.5% 18.0% 84.0%  63.5% 40.0% 76.0% 64.0% 67.0%
SICO-Para 1.0% 12.5% 0.0% 11.5% 0.0% 0.0% 5.5% 40.5% 4.0% 56.5% 3.5% 2.0%
SICO-Gen 0.5% 2.5% 1.5% 2.0% 3.0% 1.0% 6.0% 12.0% 3.5% 32.0% 27.5% 5.5%
Human 5.0% 5.0% 4.0% 5.0% 5.0% 5.0% 30.5%  64.5% 34.5% 61.0% 38.5% 28.5%

Table 11: Detection accuracy on review generation task.

High Threshold Low Threshold

Method Chat-D GPT2-D GPTzero OpenAl-D DetectGPT Log-Rank Chat-D GPT2-D GPTzero OpenAl-D DetectGPT Log-Rank
Al 55.0%  86.5% 76.5% 84.5% 25.5% 90.5% 90.0%  90.0% 87.5% 90.0% 90.0% 90.0%
Parrot 34.0% 78.0% 59.5% 47.0% 7.0% 64.0% 79.0% 85.5% 79.0% 60.0% 70.5% 63.5%
DIPPER 37.0%  96.5% 56.5% 56.0% 3.5% 45.5% 825%  98.0% 73.5% 62.0% 45.0% 44.0%
ChatGPT-Para  46.0%  71.5% 36.5% 62.0% 3.5% 53.0% 87.0%  74.5% 52.0% 79.5% 54.5% 50.0%
Human Prompt ~ 32.0% 40.0% 51.0% 47.5% 10.0% 47.0% 69.0% 43.0% 63.5% 62.0% 63.0% 45.5%
SICO-Para 1.5% 11.5% 3.5% 9.0% 2.0% 2.5% 125% 15.0% 14.0% 12.0% 16.0% 2.5%
SICO-Gen 11.0%  39.5% 0.5% 14.0% 11.5% 19.0% 280%  42.5% 0.5% 20.0% 47.0% 19.0%
Human 5.0% 5.0% 5.0% 5.0% 5.0% 5.0% 20.0% 10.5% 16.5% 12.0% 46.5% 4.5%

D Datasets

Table [T2] presents the prompts we employed to create the initial AI-generated text ya;. The prompt,
as we detailed in Section 4.1, will be put into “{}” and feed to ChatGPT.

Specially, the task of generating reviews involves two phases: extracting reviews (Rev-Ext) and
generating reviews (Rev-Gen). First, we tasked ChatGPT with extracting the names of objects and
keywords from provided business reviews. The output from Rev-Ext step is then utilized as input
information for ChatGPT to generate new reviews.

Table 12: Prompt for dataset creation.

Task Prompt

Writing  Complete academic paragraph with prompt:{ }

QA Answer questions:{ }

Rev-Ext  Review: {} Show the review’s object and 5 key words:

Rev-Gen Write a review about given object and key words, with specified sentiment: {} Review:

The statistics of three datasets are shown in Table [13]
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Figure 4: ROC curves.
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Table 13: Average character length of human-writteng texts and Al-generted texts.
SQuAD El5  Yelp

Human 770.3 7947 834.3
Al 796.5 580.9 505.1

E Evade Watermarking Detection

SICO-Para can also be utilized to evade watermark detection, similarly to paraphrase approach. The
watermarking algorithm we applied was introduced by Kirchenbauer et al. [[L1], which only requires
access to the LLM’s logits at each time step to add watermarks. This algorithm operates in three
steps:

1. Mark a random subset of the vocabulary as “green tokens”using the hash of the previously
generated token as a random seed.

2. Increase the logit value for every green token by a constant, which denotes the watermark
strength.

3. Sample sequences using decoding algorithms.

Verification of this watermark is achievable with blackbox access to the LM and knowledge of the
hash function, achieved by tokenizing the text, calculating the standard normal score (z-score) through
a hypothesis test, and comparing the observed proportion of green tokens to the expected proportion.

In our experiments, we used the text generated by a watermarked GPT-2, as provided by [14]]. We
employed the ChatGPT detector [8] as proxy detector for training. The AUC and and the detection
accuracy associated with various paraphrasing methods are presented in Table[I4] where the threshold
is set to 2.2 for accuracy measurement.

The results reveal that SICO-Para significantly outperforms other paraphrase techniques in evading
watermark detection. Notably, both the AUC score and detection accuracy of SICO-Para are signifi-
cantly lower than that of other methods. Furthermore, even the simpler baseline model, ChatGPT-Para,
proved to be effective at evading the watermark detection.

Table 14: Performance of paraphrase methods on watermarking detection.
Method AUC  Accuracy

Al 0.998 99.0%
Parrot 0.980 88.5%
DIPPER 0.844 33.0%
ChatGPT-Para 0.753 18.0%
SICO-Para 0.669 14.0%

Human - 1.0%

F Examples of Text Generated by SICO

The examples of texts generated by SICO across three tasks are presented in Tabel Pa; in the
table denotes the Al probability given by ChatGPT detector.
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Table 15: Texts generated by SICO on open-ended question answering task.

Question: Why is an hour divided into 60 minutes and not a different number? How did they decide this?

AI: The concept of dividing time into sixty-minute increments originated in ancient Sumer and Babylon around 2000 BCE. This system was later
adopted by the ancient Egyptians and Greeks. It is believed that these early civilizations chose 60 as the base number for time measurement because it is
divisible by so many other numbers (e.g., 2, 3, 4, 5, 6, 10, 12, 15, 20, 30), which made complex time calculations much easier. The use of a sexagesimal
system (base 60) for time measurement was eventually adopted by the Roman Empire, and it has remained in use in most of the world ever since.

0.992

SICO-Para: The conception of time division into units of sixty minutes may be traced back to primordial Sumer and Babylon in roughly 2000 BCE.
This method of measuring time was then espoused by the aged Greeks and Egyptians. It is hypothesized that these ancients societies executed the
number 60 as the foundation for time measurement on account of its versatility in denominating by several other digits (e.g. 2, 3,4, 5, 6, 10, 12, 15, 20,
30), bracing expeditious and operative calculations. Adoption of the sexagesimal (base 60) format for time determination subsequently diffused to the
Roman Empire and has persisted in pragmatic usage worldwide ever since.

0.000

SICO-Gen: Soh, bewilder this- we blaspheme about minutes and hours all the livelong day, but wherefore are hours chopfallen into 60 written account
and not, say, 100? Pay attending, people, "cause this is about to get historical. Soh, chance this - method backmost in ancient Mesopotamia, the
Sumerians invented a astronomical framework where they broke down the sidereal day into 12 bimestrial time or 24 itsy-bitsy clip, supported how the
sun’s appearance would shift in the sky. Then, the Babylonians (gotta love’em) shaped things up and took those 12-hour time and split them into 60
partials (also known as ’bastardize’) each. Pretty implausible, right? Sol, it caught on (don’t ask me how) and has been the metric standard for tracking
time ever since. #historyiscool

0.000

Question: How can a side affects of antidepressants be thoughts of suicide?

AL It is important to understand that while antidepressants can be very effective at treating depression, they do carry a risk of side effects, including an
increase in suicidal thoughts or tendencies. This can be particularly true during the first few weeks of treatment, as the medication begins to take effect.
It is important for individuals taking antidepressants to be closely monitored by their prescribing healthcare provider to help detect and manage any
potential side effects.

0.999

SICO-Para: It accords a noteworthy significance to comprehend that antidepressants bestows salient potentiality in confronting depression, however, its
utilization arises accompanied with a contingent gambit of side effects, which incorporates an elevated probability of suicidal inclinations. Specifically,
the pinnacle hazard of complications may be perceived upon the preliminary weeks of medicative utilization as the outcome disciplines are initiated.
Therefore, it constitutes necessary for patients ingesting antidepressants to adroitly follow their physician’s directions and attend for a protective vigilance
concerning safeguards against plausible side effects.

0.000

SICO-Gen: Soh, fun fact- one potential side effect of antidepressants is that it can cause thoughts of suicide. Nutcase, rightfield? But here’s how it
works- when someone embarks taking an antidepressant, one potential outcome is an increase in energy and motivation before the positive effects kick
in. This sudden spike in energy mixed with the fact that the underlying depression hasn’t been fully addressed yet can sometimes lead to an increase in
suicidal thoughts or ideation. But it’s important to remember that this is a relatively rare occurrence, and the benefits of antidepressants often outweigh
the risks for those suffering from depression. Always important to chat with your healthcare provider if you're feeling any concerning side effects,
y’know?

0.037

Table 16: Texts generated by SICO on business review generation.

Object: Sushi Station Key words: Revolving sushi bar, affordable, krab mix, creamy sauce, fresh menu. Sentiment: Positive

Par

AT If you’re a sushi lover, you have to check out Sushi Station! This revolving sushi bar is not only affordable, but it offers a fresh and delicious
menu that will leave you craving more. My personal favorite is the krab mix sushi with its creamy sauce - it’s simply heavenly. The staff is friendly
and attentive, and the atmosphere is perfect for a casual night out with friends or family. Don’t hesitate to give Sushi Station a try - you won’t be
disappointed!

0.998

SICO-Para: As a sushi connoisseur, I cannot commend Sushi Station enough. This magnificent revolving sushi stop comprised both affordable and
sheer gustable bliss, rendered fresh and lavishly prepared. The krab mix sushi constituted a numerousness nirvana for my taste buds, enveloped in a
creamy sauce that added a distinctive sweetness to every single bite. The faculty’s attention and welcoming mannerism constituted greatly appreciated,
enhancing the overall dining experience with its sincerity. The unpretentious and laid-back atmosphere established the perfect ambience for a relaxed
and informal get-together with friends or family. Make no mistake, if you’re aiming to bask in a palatable experience that bequeaths to you a craving that
one cannot overlook, Sushi Station belongs on top of your list. Don’t wait, try it soon - your decision will undoubtedly prove glorious.

0.000

SICO-Gen: OMG, folks! You gotta check out this amazing sushi station I found. It’s a revolving sushi bar, and the prices are so affordable! :D The
krab mix is heavenly, and the creamy sauce they use just elevates the taste to another level. The menu is always so fresh and varied, and it’s such a fun
experience to sit and watch the sushi go round and round. :) I highly recommend trying out this sushi station - it’s a must-visit for all sushi lovers out
there!

0.005

Object: Customer service at a restaurant. Key words: Horrible, forgetful waitress, rude behavior, okay food, convenient location. Sentiment: Negative

AI I had a horrible experience at this restaurant due to the forgetful waitress and rude behavior of the staff. Despite the convenient location, the okay
food was not enough to make up for the terrible customer service. Overall, I would not recommend this restaurant to anyone looking for a pleasant
dining experience.

0.960

SICO-Para: My formerest encounter at this eatery costed beyond insufferable due to the misfortunate and negligible nature of the wait-staff, with even
more lamentable behaviour showcased by the remaining faculty. Despite the eatery’s opportune placement, the standardised cuisine unfortified by the
inhumane client avail rendered the overall experience pitiable and not worth the cost. Based on my experience, I cannot indorse this eatery to anyone
seeking an amenable and gratifying dining occurrence.

0.000

SICO-Gen: Wow, that eatery constituted a full fiasco. :/ The client overhaul constitute HORRIBLE. The waitress kept blanking things and we suffered
to necessitate for everything double. And when we tried to point it out, the attitude was very rude. The nutrient was okay, but honestly not deserving it
for the bad client overhaul. The but redeeming choice was the accessible placement. I wouldn’t advocate this eatery unless you’re in a hurry and don’t
want to go far.

0.000
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Table 17: Texts generated by SICO on academic writing task.

Writing Prompt: By the census of 1971, the population of Lancashire and its county boroughs had reached 5,129,416, making it the most populous
geographic county in the UK. The administrative county was

AL By the census of 1971, the population of Lancashire and its county boroughs had reached 5,129,416, making it the most populous geographic
county in the UK. The administrative county was abolished in 1974, and the area was divided into several smaller administrative districts. Despite this
restructuring, Lancashire remains a significant contributor to the UK economy, with a diverse range of industries including manufacturing, healthcare,
and tourism. The region is also home to several prestigious universities and research institutions, making it a center for academic excellence and
innovation. Despite facing challenges such as economic inequality and environmental concerns, Lancashire continues to thrive as a dynamic and resilient
region with a rich cultural heritage and a promising future.

0.999

SICO-Para: According to the 1971 survey, the number of people occupying Lancashire and its county boroughs stretched to 5,129,416, affirming its
rank as the most overcrowded district in the United Kingdom. In the following year, 1974, the administrative county underwent dismantlement, as it
split into numerous minor administrative zones. Nonetheless, Lancashire endures a valid stimulant to the U.K. economy, serving as an anchor point of
variegated industrious sectors, such as healthcare, manufacturing, and tourism. The locality is an abode of assorted respected universities and research
institutions, thereby becoming a nucleus of scholastic superiority and innovation. Albeit this prosperity, Lancashire still confronts complications that
include economic disparities and environmental apprehensions. Nonetheless, it persists as a sturdy objective with a profuse cultural patrimony and a
brilliant future on the horizon.

0.004

SICO-Gen: The census of 1971 unveiled the remarkable demographic growth that had occurred in the preeminent geographic jurisdiction of Lancashire,
extending across its assorted boroughs, attaining an elevated populace of 5,129,416 residents. This commendable figure endows the region with the
prestigious attributed distinction of being the most populous among all the geographic counties spanning across the length and breadth of the United
Kingdom. The aforementioned metric provided a comprehensive portrayal of the ascribed societal diversity and cultural pluralism, ardently upheld by
the deep-rooted Lancastrian heritage. Correspondingly, the administrative county established the provision of meticulously devised policies aimed
towards sustainable governance, that attuned to the societal necessities and aspirations. This regulatory framework assumed an overarching approach,
harmoniously unifying the diverse constituent boroughs to a cohesive administrative structure. Such undertakings emphasize the indomitable spirit
embedded in the Lancastrian heritage, that continues to perpetuate an aura of dynamism and innovation across the region.

0.003

Writing Prompt: Some manufacturers have started using a new, significantly more environmentally friendly alternative to expanded plastic packaging.
Made out of paper, and known commercially as paperfoam, the new packaging has very

AL Some manufacturers have started using a new, significantly more environmentally friendly alternative to expanded plastic packaging. Made out
of paper, and known commercially as paperfoam, the new packaging has very low carbon emissions and is biodegradable. It is also lightweight, yet
sturdy enough to protect fragile items during shipping. Paperfoam is made from a blend of renewable resources, including potato starch, water, and
cellulose fiber. The production process involves minimal energy consumption, and the resulting material can be recycled up to seven times. With the
increasing demand for sustainable packaging solutions, paperfoam represents a promising option for reducing the negative impact of packaging waste on
the environment.

0.999

SICO-Para: Several producers have opted for an innovative and environmentally-friendly substitute to traditional expanded plastic packaging - a
recently developed version constructed out of paper, commercially referred to as paperfoam. Not bequeathing an unwieldy carbon impression and
possessing pure biodegradation ability denotes the primary benefits of this new packaging. Additionally, despite being lightweight, it can still protect
against in-transit hazards. The composition of paperfoam incorporates an amalgamation of renewable resources, specifically potato starch, water, and
cellulose fiber. Production of the material requires minimal energy while the product can still be recycled for up to seven cycles. With the mounting
demand for eco-conscious packaging resolutions, paperfoam offers an auspicious option in mitigating the consequences of packaging waste to the
environment.

0.003

SICO-Gen: Recent eco-conscious trends have prompted an increasing number of manufacturers to adopt paperfoam as a more sustainable alternative to
traditional expanded plastic packaging. The innovative material, fabricated from paper, boasts of several virtues; not least of these is its astounding
environmental friendliness. Owing to its superior blodegradablllty, the material diminishes the profound ecological footprint that had characterized
expansive, non-biodegradable packing alternatives conventionally employed by entities in the supply chain. Moreover, paperfoam’s substantially
lower carbon footprint and reduced fossil fuel usage enable effective conservation of energy, a fundamental principle of contemporary sustainability
council. Notably, paperfoam’s versatility is not compromised, maintaining a consistency of texture similar to its traditional counterparts, thus sustaining
the resonant protective functionalities that packaging provides. As the importance of sustainability only grows in modern-day industrial practices,
paperfoam’s emergence as a viable, eco-friendly packaging option is a welcome development that merits wider appraisals.

0.001
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